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Abstract:  Consumer devices are changing from functional hardware to access points for
networked services. Following this change the manufacturers must update their
development strategies in order to gain the new market. The update of the de-
velopment strategies includes considerations regarding low cost products (de-
vices plus software infrastructure and end-user applications), flexible and dy-
namic devices and addressing the needs of service provision. One promising
way to address these concerns is the provision of customisable service platforms
that are reliable and, from the user's point of view, secure. For the next genera-
tion of consumer devices this means software architectures based on compo-
nents will be used. The discussion below analyses these forces from the device
manufacturer's viewpoint, focusing on security and reliability in component
based software infrastructures for consumer devices.
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1. INTRODUCTION

The future consumer devices will no longer be passive pieces of hard-
ware, but will act as a gateway to a large number of services that enhance a
user’s lifestyle. Following in the pattern of Moore’s Law, manufacturers are
now producing low cost, pervasive and increasingly connected devices that
will permit these types of services. However, for these to materialise there
will have to be a commercial-strength software infrastructure to support us-
ers, device manufacturers and service providers. One crucial aspect of this
future environment is the technical infrastructure linking users and service
providers. It is this technological consequence of this future market that
needs to be identified and addressed by device manufacturers.
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As the user ultimately pays for a service, a key feature of this market will
be the support of commercial interaction between users and service provid-
ers. Device manufacturers and communication companies must therefore
create an enabling infrastructure. This contains access devices and commu-
nication links that automate interaction and payment between users and ser-
vice providers. This overall structure is shown in Figure I. The accessing
device could be any commonly used commodity, such as a fridge, micro-
wave oven or television. However, due to the computational and connec-
tivity complexity the first generation will consist of devices that already sup-
port some networked service, like televisions, set-top-boxes, PDAs and mo-
bile phones.
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Figure 1. User centric service provision

The services supported by a consumer device can be broadly categorised
into those that are supported by remote service providers and those that
emerge from increasing connectivity. In an interconnected scenario, users
will be able to use one device to interact with another. An example would
be the use of a mobile phone to remotely programme the recording of a tele-
vision programme. Another is the use of the phone to alert a user when their
favourite television series is being broadcast. For remotely supported ser-
vices, the user accesses or is automatically given information from a service
provider, who can also act as an intermediary between devices. An example
of this would be a continuous weather, television programme, or stock mar-
ket information sent to a mobile phone combined with a storing and auto-
matic recording service.

Ensuring active participation of users in paying for these services is one
key problem that needs to be overcome. Experience indicates that users
must trust services before being willing to pay. Among other factors this
involves meeting their expectations for security and reliability. Therefore,
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consumer device manufacturers must strive to address these prime concerns.
Similarly, service providers need to be assured a source of income. Conse-
quently, manufacturers and network operators must provide reliable access
points that guarantee service availability.

Manufacturers will also need to support a wide range of services, each
tailored for different users. As it is unfeasible for a manufacturer to provide
everything for everybody, techniques for providing dynamically configur-
able consumer devices are necessary. These have to be developed cheaply
and rapidly to meet the future demands of the consumer. Current trends
point to the extensive use of component based software architecture as a ba-
sis for handling product variability in volatile consumer markets.

Some of the necessary requirements for supporting this vision of user
centric service provision in consumer devices are identified and discussed
here. The emphasis in on challenges to device manufacturers, as the avail-
ability of suitable devices is critical for this market. The next section builds
on experience from web-based services to predict a user’s requirements for
participation in paying services. Section 3 describes the system architecture
of the next-wave of consumer devices, focusing on the reasons and drivers
behind the component based approach to consumer device middleware. The
following section discusses the support for security and reliability within this
system context. The final section summarizes the discussion and highlights
issues requiring research.

2. USER EXPECTATIONS FOR CONSUMER
DEVICES

For user centric services to be produced there has to be some method for
service providers to fund their activities. This in turn means that device
manufacturers have to support paying services which inevitably comes back
to the user, who pays for the service provided through the device. While
there have been few studies in the area of the economics of consumer de-
vices for paying services, these have tended to focus on technological issues.
There is a lack of user behaviour studies on widely deployed consumer de-
vices supporting payment (such as mobile phones). Therefore, to predict the
needs of the user for future systems we have used the research based on
web-based paying services.

The results of studies into this area have focused on security [1] [2], a
key element in the mind of present day users. As such, this research has
produced a set of guidelines for web developers. A major requirement is the
need to automate security as much as possible while giving the user the feel-
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ing of being in control. This involves hiding the intricate details in a trust-
worthy device.

On the performance aspect of web-services there has been some research
into the economic impact on user behaviour [3]. The findings are dramatic
in that it appears that small time difference for page download times, for ex-
ample 7-9secs can result in major changes in user behaviour. Similarly,
availability is another issue affecting user behaviour. If a service is unavail-
able the user will look elsewhere for their needs.

From the device manufacturer the issue of reliability and robustness is
important from the perspective of customer satisfaction. If a device fails, the
user will naturally blame the manufacturer, but if a service fails will the user
blame the service provider, the network operator or the manufacturer? This
issue needs to be researched in the future when devices are more widespread,
and more paying services are available.

In the aforementioned web-services, the infrastructure used is a standard
computer over the Internet. The future networked consumer device will be
very different both in terms of appearance and capabilities. Likewise, the
user's perception of the device will also be altered. In the current web-based
infrastructure, users permit certain degrees of failure, arguing it is a side ef-
fect of being on the cutting-edge of technology. In the consumer market,
previous expectations regarding reliability dominate. An example of this is
the user's expectations of the performance of a mobile phone; it must always
work when the network is provided. This applies to all consumer devices,
including fridges, televisions and set-top-boxes.

The conclusion drawn is that for networked consumer devices the user
expectations will exceed those for the present web-based offerings. Conse-
quently, the infrastructure support for paying services in consumer devices
has to cover more demanding requirements than its web-based counterpart
has faced.

3. CHALLENGES FOR MANUFACTURERS

While the problems of flexibility and device constraints are important
from a technology perspective, the market drivers also need to be taken into
account. When designing customisable, component-based middleware for
consumable devices, the following forces must be balanced: flexibility, re-
duced device resources, and user's, but also service provider's, trust and con-
fidence. While reduced device resource requirements are a concern for the
developers of components, these are not specifically addressed here; our fo-
cus is on the support of security and reliability in such an environment.
Flexibility is directly related to the customisability property of the middle-



Campadello, Mac Laverty and Saridakis 5

ware. The user's, and service provider's, trust and confidence in a device
and the services it provides are strongly related to the robustness, security
and reliability properties of the device. This section discusses the provision
of these properties in a component-based software device.

3.1 Robustness and Dependability

The term robustness does not refer to the operation of individual compo-
nents in the middleware or the application layers but to the quality of smooth
and predictable operation of the device and the services available through it,
as perceived by the device user. In other words, the user perceived robust-
ness refers to the absence of any device/service behaviour outside what the
user may find in the User's Manual of the device and the service's Instruc-
tions to Users. This perception of robustness is partially related to the execu-
tion of applications and services on the device, and, partially to the execution
of a dynamic integration (in terms of download, installation and instantia-
tion) of new components. As the former is related to the application and ser-
vice development, we focus on the latter in this section.

When the user of a consumer device is using the services offered, they do
not want to be preoccupied by intrinsic device or service events. Most im-
portantly, they do not want to experience any inconvenience due to such
events. In the context of configurable, component-based middleware, a sub-
stantial amount of such events are related to the dynamic integration of new
(application and/or middleware) components. The causes for such events
may vary from errors occurring during the download, installation or instan-
tiation of a new component, to failures in establishing the appropriate bind-
ings with other components in the device, or to interaction incompatibilities
with such other components. Consequently, the user perceived robustness
has a direct impact on the dependability properties provided by the compo-
nent-based middleware.

A representative summary of dependability requirements includes the fol-
lowing:

- problematic component behaviour' should be contained in the component
where it occurs or, at most, in the services using this component. Re-
quirements in this category map to failure containment techniques.

- dynamic integration of components should be reversible in case it leads to
problematic behaviour of some service; in that case, side-products of the
dynamic integration should be removed (e.g. resources allocated to the
dynamically integrated component which caused the problematic behav-

! Problematic component behaviour could be translated to "failure” when an appropriate fail-
ure model is defined.
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iour should be recovered). Requirements in this category map to failure

recovery techniques.

- a configuration validation should precede the dynamic integration of a
component into a system in order to detect potential problematic behav-
iour and avoid producing a configuration that leads to it. Requirements in
this category map to failure prevention techniques.

- certain services (e.g. those related to security aspects) cannot experience
any problematic behaviour; hence the problematic behaviour of compo-
nents related to such services should be hidden and the services should be
delivered despite the occurrence of a problematic behaviour of compo-
nents. Requirements in this category map to failure masking techniques.
A wide variety of fault tolerance techniques have been suggested in the

related literature for dealing with each of the categories of problematic be-

haviour presented above. However, these techniques must be tailored to the
needs and the constraints of consumer devices before they can be applied in
the context of component-based middleware as discussed in this paper. For
example, resource constraints of certain consumer devices (such as mobile
phones) might prohibit failure masking approaches, such as state machine

[21] and N-version programming [17].

On the other hand, other categories of consumer devices (e.g. home serv-
ers, set-top-boxes, etc) may allow resource consuming approaches to the is-
sues related to problematic behaviour as a result of dynamic integration of
new components (e.g. see [15]). Moreover, the above constraints may
change depending on the context in which a consumer device operates. For
example, a mobile phone with an otherwise limited memory resource can,
inside a home environment, use the home server as additional memory or
stable storage and hence dependability guarantees that rely on more resource
demanding fault tolerance techniques can be provided. Consequently, it be-
comes obvious that the dependability needs of consumer devices and the
services they provide may vary significantly and there is no "single size fits
all" solution.

To ensure the user's confidence and trust in the device and its services,
the component-based middleware should allow different fault tolerance
techniques to be used depending on the service requirements, the device ca-
pabilities and the current context. We anticipate that among the most promi-
nent fault tolerance techniques that future consumer devices will use one
may find techniques that provide for:

- atomic component integration, which means that the download, installa-
tion and integration of new components in a consumer device will have
atomic operation semantics. This means the integration of a component
will be completed successfully or it would appear as if it was never at-
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tempted - in this case side-products of the integration will be removed
from the system.

- component replication either for real-time failure masking (e.g. active
replication [21]) or for rollback recovery (e.g. passive replication [18]) or
for multi-version programming (e.g. N-version approach [17]).

- fail-stop processor semantics [20] for the components, which ensures that
the occurrence of a problematic behaviour is contained to the component
where it occurs.

In addition, configuration validation (static or dynamic) that will ensure
system consistency prior to reconfiguration (e.g. because of component inte-

gration or because of the use of a service) might be needed [19].

3.2 Security

In the process of designing middleware for consumer devices security is-
sues get a high priority. In comparison with web-based services, consumers
will be less likely to accept security failures that will be otherwise consid-
ered as manufacturer faults. For instance, if after downloading a tampered
GSM stack from an unauthenticated provider the mobile phone ceases to
work correctly the user's complains could be addressed to the device manu-
factured rather then to the provider. Furthermore, the middleware shall pro-
tect not only the end user but also the service providers; for example, the
correct information about the user behaviour has an essential role for billing
purposes. On the other hand security features may increase considerably the
cost of the device and/or penalise the performance of the service, making
them unattractive. A balance between a very expensive but reliable device
and a cost-attractive but prone to failure device must be reach by manufac-
turers.

The minimal set of security requirements such a middleware has to pro-
vide is:

1. Authentication. Every stakeholder must be authenticated: the user
while logging to the device, the device while connecting to a com-
ponent provider and the provider while answering to the requests
of the device. The relationship between device user and service
provider can hold only if all the stakeholders keep their identifica-
tion.

2. Integrity. During its life cycle a component must keep its integrity.
It must be protected by tampering attempts conducted by the com-
ponent provider, the user and possibly by third parties during its
downloading process. A tampered component can be used to un-
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dermine the functionality of the whole system, to collect sensitive
information or to produce faulty results.

3. Confidentiality. The information stored inside a component and the
component itself should remain confidential to third party entities.
The component itself may be kept confidential by the component
provider to avoid unauthorised duplications, while its content could
contain sensitive information.

A further guideline is that the user should not be asked to intervene
directly to maintain the security features of the middleware [1]; they
should be transparent to the user as much as possible. Furthermore the
user should be allowed to modify the behaviour of such features if
desired.

These requirements, once met, can be merged to support further
security requirements. For instance, if a component produces mali-
cious acts, requirements 1 and 2 can be used to investigate the identity
and the origin of the threat. Again, if the user refuses to pay for a
component they claim not to have downloaded, requirements 1 and 3
can be used to prove otherwise.

If the middleware allows the adding or removing of components
the underlying layers of the whole system can be affected. Require-
ments are needed to protect the operating system, for instance, from
the possible tampering of drivers or physical memory shared with
other parallel execution environments. This leads to the need of an
exact description of the physical requirements (memory, processor
power, and battery consumption) and of the predicted behaviour of a
component. This description must be made public to the middleware
so that a device can a priori evaluate if it will fit the system once
downloaded.

Furthermore, the level of security of a system is represented by the
security of its layers. Looking at Figure 2, the middleware depends
upon the underlying layers, in particular upon the communication
channels. As it is not possible to predict which communication proto-
cols will be available making assumptions about the security level of
the link impossible. On the other side, the applications running on the
top of the middleware depend on its security level. This intrinsic web
of relationships is the biggest security challenge manufacturers of fu-
ture devices are facing today.

Many protocols and tools exist out-of-the-box to address the previ-
ous requirements [S5], but they have specific requirements and con-
straints. It will be the duty of the middleware designer to choose the



Campadello, Mac Laverty and Saridakis 9

right combinations of them, considering the needs of the future con-
sumer devices.

4. FUTURE SOFTWARE SYSTEMS FOR
CONSUMER DEVICES

Against this backdrop of increasing demand for dependable consumer
devices for paying services is the need to support the related applications.
For the domestic market these applications are highly dependent on the user
and the access device. For example, a weather forecast service depends on
the level of knowledge of the user; one might be able to interpret isobar
charts, while another will rely on a forecaster's view of the coming weather.
The same service might appear very differently on a mobile phone than on a
television or web-tablet.

For consumer device manufacturers to succeed in this marketplace, they
must aim to reach the maximum available number of users possible. This
will allow them to benefit from mass production of similar devices, provided
these devices can respond to the user's needs. Therefore, they need to de-
velop platforms that are readily adaptable and can support a large number of
applications.

The need to reduce costs, increase functionality and flexibility are key
drivers for success. Furthermore, another difficulty arises inside this vision
of the future market; the device manufacturer cannot know all the applica-
tions the user will desire. At best, the general functionality will be known,
but the user will define the end application format and functional require-
ments.

To cope with this problem, device manufacturers need to define open
software platforms for their hardware, so that third party applications can be
developed independently for different users. This effectively sub-contracts
the generation of applications so that the manufacturer can concentrate on
the problems and issues associated with device production. Allowing inde-
pendent application development also permits localisation for different cul-
tures, specialisation for different services and can, with the appropriate open
platform, reduce time-to-market.

4.1 System Architecture
The current approach to providing these types of platforms is to build a

layered architecture as shown in Figure 2. This is split into three basic lev-
els, hardware, middleware and applications. From the software perspective
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this can again be split into more levels, hardware abstraction, middleware
support, application logic and UI layers.

User Interface

Application Logic

Applications

Middleware Services|

Middleware Support

OS/Device Drivers
Hardware

Hardware

Figure 2. System architecture layers

The above picture also represents a scale of change frequency. The un-
derlying hardware may remain the same for a number of product generations
(or versions, or variants) of some category of consumer device (e.g. mobile
phone), as may the OS layer. However, successive generations of a con-
sumer device may contain different versions of middleware support, and,
even more likely, different (enhanced or richer) middleware services. Fi-
nally, applications running on a consumer device may differ even within the
same generation of the device. To support this type of flexibility inside the
system it has to be incorporated inside each of these layers. Furthermore, to
decrease time to market each of these layers has to be reused at much as pos-
sible

An example of this process is the use of the same middleware and appli-
cations in an entire range of mobile phones produced by the same manufac-
turer. As high-end phones provide more capabilities in terms of hardware
than low-end phones, the middleware layer can be enhanced/enriched to
provide facilities and services based on the additional hardware capabilities.
This is paralleled by more advanced applications and user interface func-
tionality support in the upper layers. If the enhancement of the middleware
and the applications is based on the reusing parts of the middleware and the
applications that exist for the low-end phones, the manufacturer saves in
costs, time-to-market, robustness and maintenance.

To extend or adapt the contents of a given layer in an orderly fashion it
must integrate new functionality without affecting the existing system. This
requires a layer software architecture that supports both extension and adap-
tation. This exists in a trade-off with the need to optimise everything for the
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device, such as power consumption, memory usage, processor requirements
etc. To achieve a global optimum a holistic approach is necessary, where the
distribution of functionality across the layers results in the lowest possible
system requirements.

A common process within the software industry is the migration of useful
properties and features from the edges of software architectures to the core
elements [4]. In the consumer devices this means placing as much as possi-
ble in the middleware to support the services required by applications, and to
make it flexible enough to adapt to new hardware. Increasing the functional-
ity of the middleware has its drawbacks, most notably a corresponding in-
crease in size and complexity, both of which have dramatic impact on con-
sumer device software. The increase in size is matched by an increase in re-
quired resources, which in turn increases the cost of device and reduces po-
tential profits. More complexity means that the cost of producing dependable
software increases. Consequently, the middleware layer must be customis-
able in order to allow both the reuse of its parts and the optimal configura-
tion of its constituents

One way to counter balance the needs of future systems is to build the
middleware out of reusable software components. These can be introduced
into the system, statically at build time, or dynamically at run-time. In this
scenario, only those middleware services that are required by an application
are included in the running system; this reduces the resource requirements.
If the dynamic approach is taken, introducing the necessary components in
response to application needs can support large numbers of applications.
This allows the adaptation of the final device to the end-user's needs. This
approach is illustrated in Figure 3.

User Interface

Application Logic|

User Interface

Application Logic

. . Middleware service
Middleware Services

] . 1 h
Middleware Support Middleware

L [— L f—L

Device Drivers

OS/Device Drivers

Hardware

Hardware

Figure 3. Component based Middleware
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4.2 Component based middleware

While this solves the problems of flexibility and resource requirements
other problems arise. Most notably, how to provide the flexible middleware
layer, how to dynamically adapt the system based on application require-
ments and how are application requirements expressed? The approach taken
by the OMG, Sun and Microsoft in large-scale system is to use components
to encapsulate reusable, flexibly deployable software elements. These are
combined at build-time or run-time with application to construct end-user
systems.

There is some disagreement about the definition of a software compo-
nent, so for this paper the component definition is taken from [6]:

A component is an opaque implementation of functionality that conforms

to a component model and is composable by third parties.
By implication from this definition:

A component is the unit of replacement in a software system.

A component model defines the permitted interaction between components,
how component types are defined and how the functionality is made opaque
to a component client. Middleware components are therefore the primary
unit of deployment and adaptation for the middleware services required by
applications.

An example of this approach can be based on the results of the EU ITEA
ROBOCOP [11] project. This seeks to define a component system for con-
structing consumer device middleware. In this context middleware is the
software that resides inside a system between the applications and the under-
lying platform (the OS, device drivers and hardware). The project aims to
produce a system that is resource efficient and that can support secure and
robust operation. Furthermore, the need for more dynamic consumer sys-
tems means that component download, upgrade and extension need to be
supported. All these requirements must be resolved inside a single device,
ranging from set-top-boxes to mobile phones. As a major aim of this project
is to enable a market for middleware component, effort has been taken to
ensure that components can be easily reused on completely different hard-
ware/software platforms. The Figure 4 shows a layered view of the compo-
nent architecture.
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Figure 4. Component architecture

The project’s first step was to define a component model for the entire
system. This defines the basic interaction style supported and a reference
model for components. This reference model is loosely based on COM, with
some added elements from CORBA and Java Beans. One key addition,
based on industrial experience in KOALA, is the introduction of optionally
required dependencies, which can be used to support component configura-
tion. The component lifecycle has been carefully defined; including points
were security and robustness checks can be implemented. There is also a
defined resource management framework, which uses quality parameters to
define a component’s resource requirements. This is also integrated into the
overall ROBOCOP framework, through clear role separation and defined
interaction points between resource controllers, components and the infra-
structure. Provided components conform to the same interfaces the design
of the system reduces the possibilities of functional mismatch. It also allows
components to negotiate for their operational resources; providing users of
resource aware components to be assured of a certain quality of service.

S. RELATED WORK

Once the above approach has been taken, the focus moves to providing
component support for consumer devices given the tight resource con-
straints. To date there has only been a few successful attempts at generating
component-based consumer device software, such as KOALA [7]. These
systems tend to be proprietary and result from a business's own needs to de-
velop software rapidly and efficiently. In our vision of the future this will
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have to change to allow increasing numbers of application developers to fill
end-user niche needs.

Of the open commercial component systems available, all of these have
been designed with a client server model, with the assumption that a server
can be purchased with enough memory and processing power to meet the
system requirements. This is contrary to the needs of the consumer device
market where the goal is to provide a service with the minimum device re-
source requirements. Subsequently, COM [8], CORBA [9] and EJB [10] in
their present versions are unsuitable for this market. This fact has been real-
ised by both the OMG and Microsoft, who have developed reduced versions
of their systems, minimum CORBA and WindowsCE. However, both these
are designed to be compatible with their current large-scale architecture and
have to support compatible architectural assumptions.

On the other hand, the ROBOCOP project concentrates on the dynamic
aspect of middleware necessary to provide upgrades and to support new ap-
plications. This involves the insertion of new components into the middle-
ware during run-time and raises a large number of new issues. One essential
criterion for the middleware is automated downloading of new software into
the system. This has to be achieved in a robust, efficient and secure manner.
Once obtained, the component has to be integrated into the running system
and released to applications. Part of the integration of the component is the
realigning and balancing of the system to achieve an optimum configuration
with respect to resource consumption and performance.

Adapting the system in response to the introduction of new functionality
is still an area of active research. Some researchers have chosen a passive
mode of middleware operation, where the applications demand components,
resulting in a reconfiguration of the middleware to support their inclusion
[12]. Other research has taken a more ambitious, reflexive approach to per-
mit applications to reconfigure the middleware. This also allows the mid-
dleware to interact with and configure the applications to achieve a globally
optimum system configuration [13]. The potential advantage of this method
is the possibility to optimise the overall system in response to individual ap-
plication needs. However, it is difficult to ensure system consistency using
this approach, so certain constraints have to be placed on the adaptation
mechanisms used [14]. At this stage, we consider this technique too imma-
ture for inclusion in the first generation of the next-wave of consumer de-
vices. We believe these will be based on more the straightforward applica-
tion of dynamic component-based approaches inside the middleware.
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6. CONCLUSION

Given the current status of the development of software architectures for
future consumer devices, the above discussion points to several different ar-
eas requiring research. The first involves a more detailed definition of the
methods and technical requirements needed to support security and reliabil-
ity in resource constrained devices. A second area of research focuses on the
interplay between reliability and security inside a system. The final area of
research builds on the previous ones and creates an iterative approach to this
work; it involves user studies based on the provision of real services. This
combines all the required elements and can be used to generate more con-
crete and precise requirements for consumer device manufacturers.

The broad categories of system requirements presented in section 3 cover
many different concerns of the security and dependability aspects of future
consumer devices. However, all consumer devices will not address all these
concerns. More likely, different types of such devices (e.g. home server,
fridges and mobile phones) will address a different subsets of these require-
ments. The differentiation factors depend heavily on the user expectations
from a device and the services provided by it, the capabilities of the device
itself, and the contractual obligations of the services offered by a device. For
example, resource limitations combined with low liabilities by service pro-
viders in case of an unexpected service behaviour will significantly restrict
the dependability and security guarantees provided by a given device (e.g.
accessing a weather forecast service from a mobile phone is unlikely to be
highly dependable or secure). On the other hand, the role of the device in its
user's everyday life will strongly influence the dependability and security
requirements on the device and the services it provides (e.g. a home server
responsible for physical and electronic access to a domestic environment
cannot afford any failures or security holes).

Dealing with both security and dependability is known to be notoriously
difficult [22]. On the other hand, the combined impact of security and de-
pendability requirements on the system design has to be taken into consid-
eration. For example, a corrupted message (communication failure) can be
interpreted by the receiver as a security threat (malicious behaviour of the
sender). Vice-versa, a malicious component exhibiting arbitrary behaviour
may cause a byzantine failure detection mechanism to label it as a failed
component. Similarly, the interception of a corrupted message by a security
mechanism might lead to the isolation of the sender in the system configura-
tion, instead of leading to a negative acknowledgement for the corrupted
message. Likewise, the detection of a malicious component as a failed one
might lead to attempts to restart the component instead of removing it from
the system configuration. The bottom line is that the analysis of the depend-
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ability and security requirements must be done simultaneously to avoid de-
signing a system exhibits inconsistent behaviour with respect to these re-
quirements and the system designer’s intentions.

The final research area involves creating services that involve wide
spread user interaction. These can be used to generate information about
user expectations and behaviours when using consumer devices to access
services. It is when the user of a consumer device interacts with these types
of services confidently that the challenges currently facing device manufac-
turer will have been met.
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